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ABSTRACT

Across the world, nations face challenges with maintaining aging infrastructure with limited resources.
In order to address a part of this challenge with structural health monitoring (SHM), we need to enable
the online detection of anomalies while limiting the number of false alarms; furthermore, we need to do
it at scale on a large number of structures. State-space models (SSM) are prime candidates to address this
challenge as they enable to separate structural responses from environmental effects in an online manner.
Various detection mechanisms, such as the switching Kalman filter and machine learning approaches,
have been integrated with SSMs for identifying abnormal behaviours in time series. However, these
methods face two main limitations: (1) the residual component characterizing the prediction errors may
become non-stationary and mistakenly explain baseline shifts, thereby reducing anomaly detectability;
and (2) following a detection, they may require months if not years of observations, to adapt to a new
stationary regime. To address these challenges, we propose the Residuals Stationarity Intervention
(RSI), which enhances the anomaly detection capacity by monitoring the stationarity of residuals and
enforcing it through interventions predicted by a Bayesian neural network. Experiments on synthetic
and real time series recorded on dams demonstrate that RSI outperforms existing approaches, achieving
higher detection probabilities, shorter detection times, and faster adaptation, while maintaining a low

false alarm rate.

1. Introduction

A key challenge in Structural Health Monitoring (SHM)
is online anomaly detection [1], that is, detecting changes
in time series while data is continuously collected. Existing
methods used for tackling this challenge typically rely either
on a moving window [2], which risks discarding valuable past
information, or on retraining with the entire historical dataset
as new data arrive [3], which becomes computationally
challenging as decades of data accumulate and models grow
in complexity. Consequently, such approaches are restricted
to critical structures or for the short-term monitoring of
extreme events [4, 5], which are not representative of the
subtle irreversible changes associated with early signs of
degradation. Despite these limitations, long-term SHM is
needed in many practical applications [6] and its usage at
scale across infrastructure networks remains an open problem
[7].

Anomalies can alter time-series in various ways [8].
While the detection of obvious pattern shifts and outliers
have been addressed with various machine learning methods
[9, 10, 11], subtle irreversible changes in the response of
structure that gradually accumulate over the long term have
seldom been investigated. Such changes associated with
the progressive degradation of infrastructure [12, 13] are
notoriously difficult to detect in their early stages, when
models often mix them up with model prediction errors.

State-space models (SSM), an inherently online method,
address these challenges by recursively assimilating new
data while providing an interpretable data decomposition
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into physically meaningful components [14], where the
time correlated prediction errors are modelled by a residual
component [15]. SSMs perform well with stationary or trend-
stationary baselines [14, 16], but their predictive capacities
degrade when the baselines become non-stationary due to the
presence of anomalies. The Switching Kalman Filter (SKF)
enables detecting anomalies by quantifying the probability
that a regime switch occurs from a stationary SSM to
a non-stationary one [17]. In practice, the SKF may fail
to capture regime switches when the residual component
mistakenly explains baseline shifts [18]. Another limitation
of the SKF is that defining the configuration of the non-
stationary SSM requires some prior knowledge about future
anomalies. Moreover, introducing multiple non-stationary
models to cover a broader range of cases induces a quadratic
increase in the computational cost. After a change is detected,
the SKF typically requires a period, ranging from several
weeks up to years, in order to adapt its baseline to a new
stationary regime, during which false or missed alarms may
occur.

In this paper, we present a new method for applying
interventions on a SSM in order to maintain the stationarity
of its residuals. In this approach, referred to as Residuals
Stationarity Intervention (RSI), interventions are predicted
by a Bayesian neural network (BNN) and are only applied
to SSMs if the probability of having an anomaly exceeds
a threshold. This probability is quantified jointly from the
data likelihood, along with the likelihood that the residual
term remains stationary. The interventions correct the models’
baselines and enforce the stationarity of residuals, allowing
SSMs to adapt more quickly to new regimes. In addition to the
interventions, the BNN predicts the amount of time that has
elapsed between the start of the anomaly and the time when

Z. Xin & J.A. Goulet: Preprint submitted to Elsevier

Page 1 of 12



Enhancing Anomaly Detection with RSI on SSMs

the intervention has been triggered. This allows accounting
for the inevitable delays in the detection by intervening in
the SSM multiple steps ahead, which further quickens the
adaptation to a new stationary regime.

This paper is organized as follows: Section 2 reviews
existing time-series anomaly detection methods. Section 3
provides background on the Kalman filter and the approach
to train Bayesian neural networks. Section 4 presents the
details of the RSI method. Finally, Section 5 presents a
comparative performance evaluation of RSI against existing
anomaly detection approaches using both synthetic and real
time series.

2. Related works

Time-series anomaly detection (TSAD) aims to identify
unexpected patterns in temporal data that deviate from a
normal behaviour. Depending on whether a predictive model
is involved, existing TSAD approaches can be categorized
as model-based or model-free. Model-based methods de-
tect anomalies by quantifying the inconsistency between
observations and the behaviour predicted by an underlying
model [17, 19, 20, 21, 22, 23, 24], whereas model-free
methods infer anomalies directly from intrinsic features
present in the data without relying on predictive models
[25, 26, 27]. Vuong conducted a comprehensive comparison
of both paradigms, showing that two model-based methods,
the Switching Kalman filter (SKF) and Prophet, achieved the
strongest performance, followed by two model-free methods,
Matrix Profile and k-nearest neighbours (kNN) [28]. In this
section, we will first review the model-free methods, followed
by the model-based ones, and finally discuss their operational
schemes.

Model-free anomaly detection typically measures the
distance between a target window of data points and a
subset of the remaining time series, identifying samples that
deviate significantly as anomalies. kNN [26] quantifies this
distance by averaging the k-nearest distances, whereas Matrix
Profile [25] considers only the nearest distance, making
it a special case of kNN with k& = 1. These methods
are effective for detecting abnormal patterns in stationary
time series, but often fail in trend-stationary ones, whose
baseline is persistently deviating and increases the distances.
This issue can be mitigated through preprocessing steps
such as normalization or decomposition; however, such
transformations may distort the original patterns and reduce
their capacity of detecting anomalies.

The underlying models in model-based anomaly detection
methods range from simple probabilistic distributions [19],
to statistical models [17, 21, 22, 20], and neural networks
[23, 24]. These methods detect anomalies based on either 1)
prediction errors, where observations deviate significantly
from model predictions [21, 22, 24]; 2) model selection,
by quantifying the likelihood of a set of candidate models
describing normal and abnormal behaviours [19, 17]; 3)
changes in the hidden state or model parameters, such as
shifts in estimated trends [20]. In the following, we review
three representative model-based anomaly detection methods:

Bayesian online changepoint detection (BOCD) [19], Prophet
[20] and Switching Kalman filter (SKF) [17].

BOCD detects anomalies by estimating the posterior
distribution over the run length, i.e., the number of time
steps since the parameters of the underlying probabilistic
distribution last changed. This method performs well on
time series following simple dynamics governed by a fixed
probabilistic distribution, but requires coupling with other
models for complex ones [29]. Moreover, estimating the
posterior distribution of run lengths across all past time steps
can be computationally expensive for long time series.

Prophet fits time series using a parametric regression
model that incorporates trend, seasonality, and holiday effects.
It partitions the time series into segments and estimates a
separate trend for each. Anomalies are flagged when the
change in trend between consecutive segments exceeds a
threshold.

SKF quantifies the probabilities of stationary and non-
stationary SSMs, and flags an anomaly when the probability
of the non-stationary SSM exceeds a threshold. To address
its limitations that are discussed in Section 1, reinforcement
[30] and imitation learning [31] have been used with SKF to
exploit drift information in trend estimates. However, the re-
liance of these methods on high-quality anomaly labels limits
their applicability to real time series. The SKF’s anomaly
detectability has also been improved by constraining its
residual component to prevent it from mistakenly explaining
baseline shifts [18].

Among the methods reviewed above, only SKF and
BOCD are inherently online anomaly detection methods,
while the others are offline. Offline model-free methods can
be adapted to online operation without increasing compu-
tational cost by only computing distances with respect to
past subsequences instead of the entire time series. Although
offline model-based methods can also be operated in an online
manner, for example, by retraining models as new data arrive,
such adaptation quickly becomes computationally expensive
as data accumulate and therefore does not scale well.

3. Background methods

This section covers the background material associated
with the Kalman filter and Bayesian neural networks.

3.1. Kalman filter

The Kalman filter is an algorithm for online state estima-
tion of a dynamic system from noisy data, without requiring
storage of the full observation history [32]. For a sequence
of observations up to time ¢, y;., = {¥1.¥2,.-.,¥;}, the
Kalman filter produces the prior and posterior for the current
hidden state estimates, X ,_; ~ N (#yj_1, Zy,—) and X, ~
N (Ms1> Zy)), as well as the observation prediction, Y, ,_; ~
N (uﬁt_l, Ztylt_l), through a prediction step and an update
step. Here, py,_y = E[X; | yy.,(] and py, = E[X; | yy]
denote the prior and posterior means of the hidden state, while
X1 = VIX, | yiland X, = V[X, | y;.] are the
corresponding covariance matrices, 'utlllt— = EY Ly
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and Eﬁt—l = V[Y, | y;.,-1] are the mean and covariance

matrix of the observation prediction. We adopt a compact
subscript notation throughout this paper, e.g., |t — 1 and #|t,
where the first index denotes the time step of the estimate
and the second index denotes the time step up to which
observations are used.

The prediction step of a basic Kalman filter takes as input
the posterior Gaussian distribution of the hidden states from
the previous time step, X,_,_; ~ N(x,_y; He—1ji—1> Bh—1ji—1)>
and outputs the prior state estimates X,,_; as well as the
observation prediction Y ,_;. These are obtained through a
transition model,

W ~ N(0,Q), ey

x, =Ax,_ +w,

and an observation model, which projects the prior hidden
states onto the observation space,

y,=Fx,+v,, V ~N(©OR), )

where A is a transition matrix, w; is a Gaussian transition
error with zero mean and covariance Q, F is an observation
matrix and v, is a Gaussian observation error with zero mean
and covariance R.

The update step estimates the posterior distribution of
the hidden states by combining the prior with the current
observation y;,

X _ X XY Y -1 Y
i = Hyima + Et|t—1(2t|t—1) S ﬂt|t—1)’ &)
X _vX XY Y -1, v XY
Et|t - 2:tlr—l - Etlr—l(zﬂt—l) (2t|t—l)T’ “)
XY

where the cross-covariance matrix is given by X

tlt—1
Et)l‘:_lFT. The posterior distribution X, ~ J\/(x,|,; Moo Zo11)

can then be carried forward to the next time step ¢ + 1 as new
observations arrive, allowing the Kalman filter to operate
recursively.

3.1.1. Hidden state decomposition

When the dynamic system in the Kalman filter is ex-
pressed as a state-space model (SSM), its components can
be modularly specified by adjusting the hidden state vector x
and the model matrices, which enable the decomposition
of a time series into interpretable quantities, such as: 1)
baseline components which describe the underlying tendency
(e.g., level and trend) of a time series after excluding
short-term fluctuations and reversible patterns, 2) periodic
components capturing structured temporal dependencies, and
3) residual components which account for the remaining
errors, expressed as the discrepancy between the observation
and the prediction from the other components.

The formulations of the common components in each
category is reviewed as follow:
Baselines. For a trend-stationary time series, a local trend
component (LT) can be incorporated into the SSM to model
both the level and its rate of change over time. The corre-
sponding hidden state vector, as well as the transition and
observation matrices, are formulated as

LL
LT _ |X LT _ 1 At
sl Rl R

st R
LT _ (LT LT _
Q=64 LI FT=[ 0.
2

Periodicity. Periodic phenomena can be modelled using
a Fourier representation in the harmonic case, or kernel
regression [16] in the non-harmonic case. More recently,
state-of-the-art approaches leverage an analytically tractable
Bayesian Long Short-Term Memory (LSTM) model [33],
which is non-deterministic and compatible with the SSM
framework. This formulation can capture complex periodicity
and nonlinear temporal dependencies without requiring
feature engineering. The corresponding hidden state vector,
along with the transition and observation matrices, is defined
as

xUST = [20], AT = [1],

QLSTM — [O.LSTM] , FLSTM — [1] ,

where the pattern hidden state z¥ is predicted not through
the transition model in eq. 1, but instead by a TAGI-LSTM
network, summarized as

29 = TAGI-LSTM(i,, h,_;, ¢,_1,6,_),

where i, denotes the input covariates, h;_; and ¢,_; represent
the TAGI-LSTM hidden states and cell states, and 0,_;
denotes the network parameters from the previous time step
t—1.

Residuals. Model errors are typically correlated across time
steps but are assumed to be stationary in the long term. A
common residual component is the first-order autoregressive
(AR) model, formulated as

xAR — [XAR] , AAR — [¢AR] ,

QAR — [GAR] , FAR — [1] ,

where the autoregression coefficient (,bAR, which describes the
dependency between consecutive time steps, is constrained to
the interval [0, 1) to ensure stationarity of the process errors,
and o** denotes the standard deviation of the process error.
These two hyperparameters can be augmented into the hidden
state vector and inferred jointly with x** using eq. 3 and 4, a
method referred to in the literature as online AR [15, 34].

The components described above can be assembled into
a single SSM as

xLT AT 0 0
x = xLSTM , A= 0 ALSTM 0 ,
xAR 0 0 AAR
_QLT 0 0
Q — 0 QLSTM 0 F= [FLT FLSTM FAR] .
] 0 0 QAR

A synthetic example of the decomposition of an 8-
year time series with weekly intervals using these three
components is shown in Figure 1. The normalized data (red)
exhibits both seasonal and yearly periodic patterns, a constant
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zero-valued trend, and autoregressive residuals. The LSTM
is trained on 30% of the data and validated on the subsequent
10%. For the remaining portion of the time series, the LSTM
network is fixed within the SSM and provides one-step-ahead
predictions at each time step. The prior distributions of the
hidden states over time (blue) illustrate that each component
captures distinct features of the time series. By projecting all
the hidden states onto the observation predictions (green),
the prediction results align well with the data.

LSTM trainning validation
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Figure 1: Decomposition of a synthetic time series (red) into
local trend, LSTM, and autoregressive components. The prior
distributions of the hidden states at different time steps are
shown in blue, and the predicted observations are shown in
green.

3.1.2. Delays in the residual hidden states

When the time series is trend-stationary, the Kalman
filter attributes parts of the signal to each component with
stationary residuals. By contrast, when the time series has
a non-stationary trend, the reviewed baseline component
cannot adapt without an acceleration hidden state to model
the change in trend. In such cases, the drift in the level
under the new trend is absorbed by the residual component,
which is typically more flexible than the others. The residual
component cannot immediately capture the new trend due to

1) the impact of a small change in trend being negligible at
the beginning, when the anomaly is developing,

2) the LSTM’s ability to accommodate minor to moderate
baseline changes in its predictions before it eventually
fails to generalize,

3) the transition from xff“ to fo being limited by the

1
autoregressive coefficient ¢)AR € [0,1), where smaller

values of ¢** require longer adaptation time to the drift.

An example of such a residual adaptation process is
shown in Figure 2, where the zero trend in the time series
shown in Figure 1 shifts to a positive trend after the red
dashed line. This change in trend has a negligible impact on
the time series during the first six months, when the prior
estimates of the trend and the LSTM remain almost identical
to those in the stationary period before January 2021. A small
drift appears in the residual beginning in June 2021 but soon
returns to the stationary range by December. The drift is not
distinguishable from the stationary period until May 2022.

1xlb“ T T T II T T T T
Y e |
g 1 !
% O‘I MWW ‘
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Figure 2: Delay in the residual estimation when the time series
exhibits a non-stationary trend.

This example illustrates the three main reasons listed
above that account for the delay in residual drift in a non-
stationary time series. To mitigate such delays, we propose
a two-step detection agent and a neural network—based
intervention model, which will be further discussed in Section
4.

3.2. Tractable approximate Gaussian inference

Tractable Approximate Gaussian Inference (TAGI) is a
Bayesian approach for updating neural network parameters
that are modelled as Gaussian distributions, rather than as
deterministic values updated via backpropagation [35]. This
method has been shown to quantify the epistemic uncertainty
in the network parameters, to model heteroscedastic aleatory
uncertainty [36], and to propagate these uncertainties to ob-
tain Gaussian outputs with associated variances in the forward
path. Backward inference in TAGI is carried out recursively
in a layer-wise manner, with the network’s inputs, hidden
states, parameters, and outputs all described as Gaussian
random variables: X ~ N(uyx,Zx), Z ~ N(uz,Zy),
0~ N(ug.Zg) and Y ~ N (uy,Zy).

When incorporating a neural network into a SSM, either
as a component such as an LSTM [33] or as the intervention
model proposed in this paper, it is important that its output be
represented as a Gaussian variable, which allows the Kalman
filter to operate on it. TAGI, whose effectiveness has been
demonstrated in various machine learning tasks (e.g., ad-
versarial attack generation, optimization, and reinforcement
learning) [37], provides a suitable approach for training the
intervention model in this study.

4. Methodology

The autoregressive (AR) residual component in a SSM
is typically more flexible than the baseline component, and
often captures a part of the drift caused by anomalies in time
series. In this section, we leverage such drifts in the residuals
in order to detect anomalies. The probability of anomaly is
estimated by combining the likelihood of the data along with
the probability that the residual remains stationary. When the
probability of anomaly exceeds a threshold, an intervention
model predicts the changes required for the hidden states
to adapt to a new stationary regime. Section 4.1 presents
the procedure to isolate the non-stationary drift from the
stationary residuals. Section 4.2 presents how to quantify
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the probability of anomaly, and Section 4.3 describes the
intervention model relying on a Bayesian neural network.

4.1. Residual drift model

As presented in Section 3.1.2, the AR component captures
stationary residuals as well as drifts caused by anomalies.
The residual’s drift can be isolated from its stationary part
using an auxiliary SSM consisting of a local trend and
an autoregressive component (C), referred to as the drift
model (d), M = {CLT4, C*Rd} The drift model further
decomposes the base SSM AR’s posterior hidden state X' ﬁ? ~
— [xLLd xARd]T_

N (,u e (6 )2) into the state vector x¢ , xtTd

The transmon and observation models of the drift model are

xt =A% +wd, W~ N(0,QY,
P =Fixd+ 09, Vi~ N(O,RY,
where xd isa reahzatlon of the prior hidden-states X¢

t|t— 1~
is a realization of the prior

N(”m 1’ t|t

predictive for the AR of the base SSM, i.e., Xﬁ? 1

N(ﬁtlt . (6t|t 1)2) The A9, Q9, F4, RY matrices are de-
tailed in Appendix A. The posterior hidden states in the drift
model are obtained using the RTS smoother equations [38]
following

1) and x

x¢ _  x¢ ~AR
Ky = Hpa * Jt(”tlz Ay

X4 _ x4 R\2 AA 2
Zt|t Et|t . <(°'t|t) - (6 Oi— 1) >(J1)T

AAR  \—
Fl(Gy )~

Jl t|t 1

Returning to the example shown in Figure 2, the drift
can now be isolated by the x4 and x'™@ hidden states as
shown in Figure 3, where the posterior hidden states from
the drift model are plotted in orange. The LTd estimates
provide a clean state representation while remaining sensitive
to drifts caused by anomalies, offering a more distinguishable
separation from the stationary regime than the base SSM
residuals xlA}j. In Section 4.2, we will rely on the xLl;fd to
quantify the probability that the residual remains stationary,
and in Section 4.3 to learn the intervention required on the
hidden states of the base SSM.

1 -
o -~
3 0 TR i haa B L A L_._A/\—w./ww Y e
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g j | |
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Figure 3: Residual decomposition with the drift model. The
posterior hidden states from the drift model are plotted in

. The residuals plotted with x4 in the first subfigure
are estimated using the base SSM in the example shown in
Figure 2.

4.2. Probability of anomaly

In this section, we present how to identify anomalies by
combining the probability that the residual remains stationary
along with the data likelihood. It concludes with a discussion
explaining why alternative methods, such as supervised- or
reinforcement-based methods, have difficulties coping with
the detection of slowly-developing anomalies.

The probability density describing stationary residuals
is quantified using a set of synthetic realization of M;‘i;rd, the
expected value for the trend of the drift model, generated
under a stationary condition. We rely on synthetic data
because the real training and validation sets typically only
consist in short stationary segments which limits their ability
to generalize to unforeseen cases. To address this issue,
we use the base SSM to generate N synthetic time series
of length L, {yi:L,yiL, ...,yIf:L}. Both the base and drift
SSMs are then applied on these time series, along with
the real training and validation sets, to collect realizations
of yl‘lfd. The expected values for the trend hidden state of
the drift model are then used to estimate the parameters
of a Gaussian distribution, N' (ySR, (65%)2), describing the
stationary residual (SR).

We consider two possible control actions, A = {ag, a,},
applied to the posterior state, X;_j,_;, of the base model
before applying the Kalman filter at each time step ¢. The
action a corresponds to “do nothing”, leaving X,_;;_;
unchanged, while a; corresponds to “intervene” on the base
and drift models so that an unexpected drift wrongfully
captured by the AR is reassigned to the baseline component.
Under a;, the posterior states X,_;,_; are modified by
transferring the local level and trend components from the
drift model to the base model, according to

H}—Lllt—l ”t 1|t 1+'“}L?|; 1’ (5)
”tLTllf L= A = 1+/"tLTf|z 1’ (6)
G llf DI =t = 1)2+(O-IL—Lflt—l)2’ @)
t 1|z 1)2 (O't 11— 1)2+(<7,L_Tii|t_1)2, ®)
P‘tLLﬁt 1 =0. )
”}Tﬁr 1 = u*® (10)

Depending on the action selected, the Kalman filter
begins with one of two possible hidden states X, ;,_;,
resulting in different observation predictions Y,,_; and
posterior drift estimates X tLlfd. Given an action g; with i €
{0, 1}, the data likelihood is

. i Y la;
Fdapyr-1) = N()’t’ K- 1’2t|tf1 ’

and the likelihood that the expected value for the trend of the
drift model is a realization from the SR distribution is

FGus® = NGy ™, (@),

By assuming that the observation and the stationary residual
prior predictives are independent, and having the prior
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probability of intervention p(a;), the joint likelihood of
observing data y,, having a stationary residual, and taking
action g; is computed following

T g ailyi—D) = FOlag yi-)f (g Dpcay).

The probability of anomaly is quantified as the amount
of the probability that a; is required to maintain a stationary
residual along with predictive likelihood of y,, normalized
over the two possible actions,

VAG/S M;“lfd, alyr:-1)

LT
p(al |y11t’ /’l1|td) =

panm =

Sy //l}l}“dlyl:t—l)
f(}’n#lﬁd,aﬂ)’l:t—l)
Z[ f(yt’/‘;?d’ailyl:t—l)

A p..n, value above a specified threshold triggers an alarm for
a potential anomaly. The method for estimating that threshold
is further described in Appendix C.

Alternative anomaly detection methods, such as super-
vised classification and reinforcement learning, could also
be incorporated as a decision layer for SSMs. However, any
method relying on a drift residual is affected by the delayed
adaptation described in Section 3.1.2, where residuals falsely
appear to be stationary when the magnitude of the anomaly is
small, in comparison to them. In a supervised classification
setting, such residuals labeled as abnormal are mixed in the
training set with residuals from stationary regimes that are
labeled as normal. Assigning two different labels to similar
stationary residual inputs leads to ambiguous predictions.
In a reinforcement learning framework, agents encounter
stationary states both during stationary regimes and at the
early stage of an anomaly development when the magnitude is
still lower than the residuals. This leads them to associate two
conflicting optimal actions with the same state. Therefore,
both approaches are prone to false alarms and unreliable
detection during the adaptation period. In contrast, using
the anomaly probability proposed in this section provides a
simple tunable threshold that can distinguish normal from
abnormal states.

4.3. Intervention model

The intervention defined in equations 5-10 assigns the
drift wrongfully captured by the residual to the baseline
component of the base SSM. This intervention is typically
insufficient for allowing the base SSM to fully adapt to a new
trend, because the residual only captures a part of the drift
caused by anomalies.

In this section, we propose using a Bayesian neural
network (BNN) to predict a target intervention that compen-
sates for the baseline drift caused by anomalies. The BNN
is trained using tractable approximate Gaussian inference
(TAGI) method introduced in Section 3.2. The training set,
D = {z[,7y,...}, is collected through the simulation of
synthetic anomalies, where we use the base SSM to generate
a set of N synthetic stationary time series of length L, and
apply each time an anomaly with random magnitude and

starting time, yielding { y?niﬂ, y1 L ey y1 ¥} These time
series are then processed with the base and drift SSMs in
order to generate the training labels of input states and output
labels for the BNN.

With q € Z, being a non negative integer, we start to
collect training _samples from the time step 29 + 1 in all
synthetic time series with anomalies. For each time step
t in the n'™ time series, Yoani: > one training sample z; is
collected as an input—target pair. The input consists of the

current expected value for X tLl?d together with its estimates
over a logarithmically spaced time history, according to

LTd _ LTd LTd LTd
1nput SHy = {Mt|t » My 1]t—1° ”t—2|t—2’
LTd

”t—4|t—4" ” 'ut—2q|t—2q )

The target that need to be learnt by the BNN is defined as

careet {0,0,0}, ift<tg““Il

arget, = ’

£ely {xtLL’m,xl“T’anm,dfnm}, otherwise
LL,anm LT,anm

where X; and X; are the level and trend of the

synthetlc anomaly (anm n) at the time 7, 15™" denotes the
anomaly starting time, and d/™" = ¢ — 13"" is the anomaly
duration between the current time and its introduction.

The BNN trained on the dataset D can generalize to
unforeseen anomalies. For future data, it takes as input
the historical expected values (/471;[“) for the trend of the
drift model, and predicts the Gaussian distributions for the
anomaly features, { X, g Llanm ¢ tL Tanm ﬁtanm }, where

LL anm N( A~LL,anm (ALL anm)z)
9

N( ALT anm (6}T,anm)2)’ and

Danm ~ N( A~ D,anm (6_tD,anm)2)'

XLT anm

LL,anm

The predictions X, and X tL T2 could directly be used
to intervene on the posterior hidden states from ¢ — 1 as
in equations 5-10, allowing the Kalman filter to adapt to a
new regime from time ¢. Nonetheless, we can obtain a more
effective intervention by applying the intervention at the time
of the anomaly initiation, as quantified by ;QID @88 so that
by the current time ¢, the SSMs have already adapted and
can better capture the new baselines. In this case, the SSMs
processing is sent back to the anomaly starting time predicted
by the network, 73" = 1 — |2”*"™], with the hidden state
posteriors modlﬁed by the intervention according to

LT _ LT A~LT,anm
Mfanml fanm M“anmlfanm + M; >
0
2 _ LT 2 ~LT,anm\2
(O-fanmlfanm) - (Gi‘anmlfanm) +( ) s
LL 2 2 ~LL,anm\2
( fanmlfanm) ( i‘anm i‘anm) +( ) s
LLd
Mfa,nmlta,nm - 07
LTd _ SR
/’l"anmlt‘a,nm =4

With the methods proposed in this section, the Kalman
filter at time step ¢ is processed as follow: First, we quantify
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the probability of anomaly p,, as described in Section 4.2. If
Panm 18 below a specified threshold, the base and drift SSMs
proceed with the Kalman filter following Sections 3.1 and 4.1.
Otherwise, we apply the intervention £, 8T steps prior to the
detection time, according to the BNN predictions obtained
following Section 4.3. The SSMs processing is then sent
back to the time step fgnm with the intervention applied on the
posteriors, and onto which the Kalman filter is reapplied
recursively until the current time ¢ corresponding to the
anomaly detection time.

S. Experiments

In this section, we compare the Residuals Stationarity
Intervention (RSI) method that has been implemented in the
open-source library Canari [39], with three other anomaly
detection approaches, i.e., Switching Kalman Filter (SKF),
Matrix Profile, and Prophet. Section 5.1 presents the compar-
ison on synthetic time series, and their performance on real
time series is evaluated through a verification and validation
process in Section 5.2.

5.1. Synthetic time series

This section compares the performance of four detection
methods on synthetic time series. Section 5.1.1 presents two
synthetic time series with different residual complexities,
along with the anomaly generation procedure, and Sec-
tion 5.1.2 probabilistically compares the anomaly detection
performance of the four methods.

5.1.1. Description of dataset

Using SSMs, we generate two stationary synthetic time
series of length T = 12 years with weekly intervals, as
illustrated in Figure 4. Both SSMs share identical baseline and
periodic components, while differing only in their residual
components. The baseline component consists of a zero-
valued level and trend throughout the entire time series. The
periodic component is a superposition of two Fourier forms
with periods of 52 and 13 weeks. Their residuals are generated
with autoregressive (AR) components having the same process
error but different autocorrelation coefficients: ¢p** = 0.5 for
the simple time series and ¢** = 0.9 for the complex one.
The autocorrelation coefficient determines the complexity
of the time series, as larger values of ¢"* amplify short-
term fluctuations, which may be misinterpreted by detection
models as baseline shifts, thereby causing false alarms. The
model matrices for the two generative SSMs are provided in
Appendix B.

The two SSMs are then used to generate test sets con-
sisting in different stationary time series realizations, to
which synthetic anomalies are added for the probabilistic
quantification of anomaly detectability. Each test series
contains a single synthetic anomaly that shifts the zero-
valued trend to a new constant magnitude, selected from
{0.01,0.02,0.03,...,0.1,0.2,0.3, ..., 1} unit/year in its nor-
malized space. For each magnitude, we test 10 different
anomalies, each at a randomly set starting time between
40% of the series length and three years before the end. The

(a) Simple time series: ¢** = 0.5

b) Complex time series: ¢** = 0.9
(

25 1
04
_95 4

20|13 2()'16 20I19 20I22 20l25

Figure 4: A simple and a complex synthetic time series generated
using 2 different SSMs. The baselines and periodic components
for them are the same. The residuals of the simple time series
are generated with ¢** = 0.5, and those of the complex one are
generated with ¢** =0.9.

first 40% of the data is not involved in the evaluation and
kept identical across all time series. Figure 5 illustrates one
anomaly example for each magnitude, with its starting time
marked by a dashed line.

train val. test

100 A

0_

—100 A

20]13 20|16 20]19 2()'22 20]25

Figure 5: Examples of synthetic anomalies in different time
series realizations generated by the SSM with ¢** = 0.9.
The starting times of anomalies with varying magnitudes are
indicated by the vertical dashed lines. The trainning, validation
(val.), and test sets are marked on top of the time series.

5.1.2. Results

The four detection models (i.e., RSI, SKF, Matrix Profile,
and Prophet) are configured following the experiment setup
specified in Appendix C. For SKF and RSI, the SSMs rely
on the training and validation sets as illustrated in Figure 5.
For Matrix Profile, the stationary subsequence spaces are
constructed using the combined training and validation sets.
For Prophet, the model is retrained at each time step using
all past observations.

The anomaly thresholds for all four methods are calibrated
on the entire synthetic stationary time series presented in
Figure 4. The false alarm rates on the test set are reported in
Table 1. All detection models exhibit false alarm rates close
to zero on the simple time series owing to the low variability
of its residuals. In contrast, only Prophet maintains a zero
false alarm rate on the complex time series, while RSI and
SKF each trigger approximately one false alarm every 10
years. Matrix Profile, however, produces more than eight
false alarms/10 years due to its limited generalizability to
unseen data outside the stationary subsequence space and its
poor adaptation following detection.

We exclude time series with false alarms from the
comparison of detection time (4,), detection probability

Z. Xin & J.A. Goulet: Preprint submitted to Elsevier

Page 7 of 12



Enhancing Anomaly Detection with RSI on SSMs

Table 1
False alarms rate on the test set (#/10 years) of four detection
models on two datasets.

Model Simple time series Complex time series
RSI 0.02 1.26

SKF 0.17 1.03

Matrix Profile 0 8.65
Prophet 0 0

(Ppgr), and the number of alarms (#,;,) that are presented in
Figure 6. Detection time is defined as the difference between
the first time when an alarm is triggered and the anomaly
starting time, with a maximum detection time set to three
years. The expected value, along with the standard deviation
for the detection time for each anomaly magnitude is plotted
in the first row of Figure 6. The detection probability reported
in the second row is computed as the ratio between the number
of anomalies detected within 3 years and the total number
of test series under a same anomaly magnitude. We also
count the number of alarms triggered on each time series
to evaluate how well each model adapts to the new trend
induced by anomalies. Because each time series in the test
sets contains only one anomaly, all the alarms after the first
are regarded as redundant ones required for the adaptation to
new regimes. The expected values and standard deviations
for the number of alarms are reported in the third row.

All four models detect small-magnitude anomalies with
shorter detection time in the simple time series compared
to the complex one. Our method and Matrix Profile achieve
the best performance in both detection time and detection
probability across both simple and complex time series,
followed by SKF and Prophet. Matrix Profile poorly adapts
to new regimes, continuously triggering alarms after the
first detection. This occurs because the level of all the
subsequences s, deviates from the zero-valued level in the
stationary subsequence space S once an anomaly is intro-
duced. While normalizing subsequences can reduce repeated
alarms in Matrix Profile, it severely degrades the performance
in terms of detection time and probability, performing even
worse than Prophet. In terms of computational cost, Prophet
is the most demanding, requiring approximately 4 hours to
complete the test, followed by RSI at 18 minutes, and both
SKF and Matrix Profile at about 1 minute each, onan M1 CPU
with 32 GB of memory. Overall, our method demonstrates
a superior anomaly detectability and adaptability to new
regimes compared to the other methods on this synthetic
dataset, with a moderate computational cost.

5.2. Real time series

In this section, we compare the performance of four
detection methods on real time series collected on dams
in Canada. Section 5.2.1 presents the real time series and
describes the detrending process, in which baseline shifts are
removed to obtain stationary time series for the purpose of
comparison. Section 5.2.2 probabilistically compares the four
methods by quantifying the detectability of anomalies on the
detrended time series onto which we add synthetic anomalies.

— RSI SKF —— Matrix Profile —— Prophet
— 3
s 5] k T \
= 14 ]
N 0 -+ T T T T T
1.0+
8 0.5 .
& ,4/7 AAQ/
0.0 44 : A 4 ; f/J
=102 1
210! 4 ﬁ _ AK
hia 109 Ly £ L4

102 10-1 100 102 10-1 10°

Anomaly Magnitude (unit/y) Anomaly Magnitude (unit/y)

(a) Simple time series (b) Complex time series

Figure 6: Comparison of four detection models on simple and
complex time series with anomalies with respect to detection
time (4,), detection probability (Pyg;), and number of alarms
(#,) across a range of anomaly magnitudes. The anomaly
magnitude and the number of alarms (#,;,) are plotted on a
logarithmic scale. Solid lines correspond to the expected value,
and the shaded regions indicate the +1c confidence region.

Finally, Section 5.2.3 compares the methods on the original
time series.

5.2.1. Description of dataset and detrending process

Figure 7 presents ten normalized time series of crack
opening and displacement from a dam, with lengths ranging
from 9 to 18 years, weekly data acquisition frequency, and
containing missing data. All time series exhibit baseline shifts
that may result from factors such as changes in dam behaviour,
interventions on the structure, or sensor malfunctions.

Because no true anomaly labels are available, except for
the time series #3 in 2010 and 2016 [13], potential anomalies
are instead inferred from the changepoints, corresponding
to the intersections of manually fitted linear baselines (black
dashed lines), which are highlighted as grey shaded areas.
Although manually identifying changepoints is feasible when
having decades of data at our disposition, it is a notoriously
difficult task to do online as data is collected. Among them,
time series #1, 2, 4, 5, 9 and 10 show clear baseline shifts,
whereas time series #3, 6, 7, and 8 display more subtle
changes.

We cannot systematically evaluate the anomaly detectabil-
ity of the different methods using the raw data presented in
Figure 7 because the precise location and the exact number
of anomalies present in the real time series are uncertain.
To address this limitation, we first compare the methods on
detrended time series onto which we add synthetic anomalies.
For that purpose, the baselines of each time series is removed
using the Prophet library, thereby correcting the time series to
a stationary range centered around zero, as shown in Figure 8.
The detrended time series do not present clear changepoint
like the raw ones, yet short-term reversible fluctuations and
variations in periodic patterns remain because of the inherent
complexity of real data. Note that because the detrending
process relies on the Prophet method, the latter is advantaged
by the pre-processing.
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Figure 7: Normalized weekly time series of crack opening and displacement on a dam, with lengths ranging from 9 to 18 years and
containing missing data. The red, green, and grey shaded regions correspond to the training sets, validation sets, and manually
identified anomalies corresponding to changepoints in the baseline responses.
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Figure 8: Detrended stationary time series obtained by removing the baselines estimated by Prophet from the real time series.

5.2.2. Verification on detrended time series

The anomaly detection performance of the four models is
first verified using synthetic anomalies generated according
to the procedure described in Section 5.1.1, that are added to
the detrended series. The different methods are configured
following the procedure presented in Appendix C, with
training and validation sets fixed to 30% and 10% of the
detrended time series. The stationary subsequence spaces in
Matrix Profile are constructed using the combined training
and validation sets. The anomaly thresholds for the different
methods are calibrated on the entire detrended time series to
prevent false alarms. This ensures a) that all methods operate
under the shared assumption that the time series are stationary,
and b) that they are maximally sensitive to detect deviations
introduced by the synthetic anomalies. Without enforcing the
absence of false alarms, it would be impossible to determine
whether a detection corresponds to an anomaly or to short-
term variations inherent to the real time series.

Figure 9 presents the evaluation metrics (detection time,
detection probability and number of alarms) averaged across
all ten detrended series. Our method, RSI, achieves the
highest detection probability with shorter detection delay for
all anomaly magnitudes, followed by Matrix Profile, while
Prophet and SKF exhibit a weaker detectability. Although in
Section 5.1.2, Matrix Profile matched the detection perfor-
mance of RSI on synthetic time series, it now underperforms
RSI on real data in both detection and adaptation in new
regimes, showing longer detection delays, lower detection
probabilities, and a large number of redundant alarms. This
limitation arises because real time series contain more
complex periodic patterns that are difficult to capture with a
simple stationary subsequence space. While SKF and Prophet
show similar performance in terms of detection time and

probability, SKF has the lowest computational cost among the
four methods, whereas Prophet is the most computationally
demanding. The relative running times of the four methods
are consistent with those observed on synthetic time series,
as reported in Section 5.1.2.

E g 1 \ —— RSI
3 51 . | —— SKF

. L0 —— Matrix Profile
00 / — Prophet

0.0 == T T

51001

151, .
10~ 107! 10°

Anomaly Magnitude (unit/y)

Figure 9: Comparison of four detection models on detrended
time series with anomalies, evaluated in terms of detection time
(4,), detection probability (Ppr), and number of alarms (#,;,).
The results are averaged across all the abnormal time series
derived from the 10 detrended time series.

5.2.3. Validation on real time series

We compare the anomaly detection performance of the
four methods on the ten raw time series using the manually
defined anomaly labels. The proportions of the training and
validation sets, which are used by all four methods, are
represented by red and green shaded area plotted in Figure 7,
so that they each ends before the first anomaly occurs.

Following the experiment setup in Appendix C, the SSMs
for SKF and RSI rely on the training and validation sets.
For Matrix Profile, the stationary subsequence spaces are
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Figure 10: Comparison of four methods against manual identification (grey areas) on real time series. Grey numbers indicate the
ranking of their first valid detection. The markers above the time series indicate the alarms triggered by different methods.

constructed using the training sets. All subsequences in
Matrix Profile are normalized in this experiment to handle
multiple anomalies in real data and to prevent anomaly
scores from continuously increasing due to deviations in the
levels. For Prophet, the model is retrained at each time step
using all past observations. The anomaly thresholds for all
four methods are calibrated on the combined training and
validation sets.

Figure 10 compares the detections from the four methods
within the test sets against the manual labels marked by
grey regions. The methods are ranked for each time series
according to their first detection, except for time series #7,
where the earliest detection by Prophet is considered as a
false alarm occurring within the stationary portion of the
time series. The average ranking across all ten time series
are 1.4, 2.3, 2.6, and 3.5 for RSI, SKF, Prophet, and Matrix
Profile, respectively. The rankings on real time series are
consistent with the experiments on synthetic and detrended
time series from Section 5.1.2 and 5.2.2, validating that: 1)
our method detects anomalies with shorter detection delays
relative to the other approaches, and 2) SKF and Prophet
exhibit comparable detectability. Matrix Profile performs
worse than on synthetic and detrended series, largely because
the subsequences must be normalized in time series with
changing levels and multiple anomalies.

After the first detection, all four methods continue to
trigger alarms indicating potential anomalies. RSI tend
to provide the smallest number of redundant alarms, e.g.,
Prophet repeatedly triggers more alarms in time series #4 and
#9. However, without true anomaly labels, it is difficult to
determine whether these subsequent alarms correspond to
genuine anomalies, model adaptation to a new regime, or false
positives inherent to the method. The manual labels provided
here serve only as a reference baseline and may be interpreted
differently by other annotators. This is a limitation of working
with real time series whereas an objective comparison is only
feasible with experiments on detrended time series like it was
done in Section 5.2.2.

6. Conclusions

This study introduces the RSI method that relies on
an intervention for SSMs applied to non-stationary time
series, enabling the detection of anomalies that shift the data
from one stationary regime to another, and facilitating the
adaptation to new regimes. The inevitable delay in detecting
gradual drifts in SHM data, can be mitigated by applying
the intervention at the anomaly’s starting time predicted
by the invention model. The proposed method outperforms
the existing online anomaly detection approaches it was
compared with on both synthetic and real time series, showing
higher detection probabilities and shorter detection times
across anomalies of varying magnitudes. Overall, the results
demonstrate that RSI is an effective intervention model for
detecting small-magnitude and slow-developing anomalies
in infrastructure.
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Appendix: Drift model matrices
The matrices defining the drift SSM (M?) are given by

xLT Ad _ ALT 0
xAR > 0 AAR 4

[QST Q?\R] L F = [FUTFHR)

=
a
Il

Q=

where the matrices for LT and AR are provided in Section 3.1.1.
The parameters are olT = 1079, d)AR, while ¢*® and At are
set to the same values as in the base model.
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B. Appendix: Model matrices for synthetic
time series generation

The synthetic time series used in Section 5.1 is generated
by two SSMs comprising a local trend (LT) component,
periodic components with periods of 52 weeks (PD(52)) and
13 weeks (PD(13)), and an autoregressive (AR) component.
The matrices defining the SSMs are

[ xLT ALT 0 0 0
xPD(52) 0 APD(52) 0 0

X =1 ,PD(13) s A= 0 0 APDI3) o |’
| xAR 0 0 0 AR
QT 0 0 0

Q= 0 QPD(52) 0 0

0 0 QPD(13) o\l

| 0 0 0 QAR

F= [FLT’FPD(52)’FPD(13)’FAR] ’

where the matrices for LT and AR are provided in Section 3.1.1.
The matrices for the PD(p) component, with p denoting the
period, are defined by

PD1
PD®) — [x ] APD®) — [COS“’

xPD2 sin w

sin w
cosw|’

QPP = <65}D(P)>2 [é (1)] JFPP®) — [1 0] ,

where @ = %.

The two SSMs share the same parameters except for ¢AR,
which is 0.5 for the simple synthetic time series, and 0.9
for the complex one. The shared parameters are o7 = 0,
6tPG2) = (, ¢PP13) = 0, 6AR = 2, and Ar = 1 week. The
vectors of expected values for the initial hidden states X (I;T,

XPD(SQ), XgD(ls), and XéR are

0
0 ’ EPDG2) _ 0 ’
o]> 0 25

EP0S) - 100], EA = —0.0621.

LT _
E,” =

Their initial covariance matrices are

[10-12 0

LT _

Voo = | 0 10712)°
PD(52) _ [10-12 0

Yoo =0 102
PD(13) _ [10-12 0

Yoo =] o 10712

ViR =6.36x 107°.

C. Appendix: Experiment setup

The four detection models compared in Section 5 (i.e.,
RSI, SKF, Matrix Profile, and Prophet) quantify an anomaly

score r/f'nm at each time step ¢ as new observations arrive, and
trigger an alarm when 72" exceeds a threshold 7", The
definition of ™" differs across methods:

1) As described in Section 4.2 and Section 2, both RSI and
SKF quantify the probability of anomaly, #2*" = p?™* €
[0, 1] using a stationary SSM obtained using training and
validation sets.

2) Matrix Profile measures the distance between the most
recent subsequence of length n, s, = y,_,.;,, and a
stationary subsequence space S = {s,,, |, S,12 - 57},
where T < T, and T denotes the total length of a time
series. This distance is used as the anomaly score, i.e.,
ne™ = d(s,, S™).

3) Unlike the other three methods, which rely only on part of
the time series to construct a stationary underlying model
(RSI and SKF) or a stationary representation (Matrix
Profile), Prophet must be retrained on all past data. When
operated in an online manner, it requires retraining each
time a new observation arrives. It fits a regression model
with piecewise linear trends to the data up to the current
time ¢, and triggers an alarm when deviations in the
estimated trend (5%7"%) exceed a threshold. The anomaly
score in Prophet is therefore defined as the maximum
trend deviation up to time ¢, i.e., y2™" = max(éf:rte“d
The anomaly thresholds 72" for all four models are tuned

on a time series subset y, .4. For RSI, we adopt for all analysis

A

7o = max(max(n?flff”)- 1.1, 0.1), with a minimum threshold
of 0.1 to prevent detections arising from a near-zero anomaly
score during the early phase of anomaly development, when
the drift is too small to learn an effective intervention. For
SKF, we use the Ray [40] optimization package to learn
the optimal threshold during SSM training. If the optimized
threshold produces false alarms anywhere on time series
subset y,.4, we conduct a grid search starting from the
optimized value, increasing by 0.1 each time within the
interval (0, 1) until no false alarm is triggered. For Matrix
Profile, we set #2°" = max(n;"“}%‘) - 1.1 without a lower bound
because its anomaly score lies in the positive real domain.
Finally, for Prophet, we determine the threshold through a
grid search starting from 0.1 and increasing in increments of
0.1 until no false alarm is triggered on the time series subset
Y.+ The anomaly thresholds for all four methods across the
time series in Section 5 are reported in Table B2.

Z. Xin & J.A. Goulet: Preprint submitted to Elsevier

Page 12 of 12



Table B2

Enhancing Anomaly Detection with RSI on SSMs

Thresholds of anomaly detection methods across synthetic,
detrended, and real time series.

Anomaly detection methods

Time series RSI SKF Matrix Profile Prophet
synthetic simple  0.16 0.17 27.14 0.3
synthetic complex 0.1  0.26 56.93 1.1
detrended #1 0.11 0.09 0.26 0.2
detrended #2 0.1 0.12 1.45 1
detrended #3 0.1 0.09 2.84 0.4
detrended #4 0.1 042 2.73 0.4
detrended #5 0.1 0.08 2.16 0.5
detrended #6 0.1 0.14 4.25 0.4
detrended #7 0.14 0.15 5.34 0.5
detrended #8 0.1 0.1 0.14 0.5
detrended #9 0.16 0.77 1.44 0.3
detrended #10 0.1 0.1 0.34 0.2
real #1 0.1 0.27 3.37 0.1
real #2 0.1 0.17 1.09 0.4
real #3 0.1 0.02 1.74 0.8
real #4 0.1 0.41 2.27 0.3
real #5 0.28 0.17 1.93 0.3
real #6 0.1 0.02 1.25 0.3
real #7 0.25 0.05 1.17 0.7
real #8 0.1 0.09 1.01 0.4
real #9 031 0.07 0.85 0.4
real #10 0.1 0.14 1.13 0.7
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